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Czym jest ten raport? _eskom,
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proofpoint s @ 1o jest coroczny raport przygotowywany
przez firme — PROOFPOINT - lidera w
zakresie bezpieczenstwa informacji
202] State [https://www.proofpoint.com/us/company/about]
of the Phish
Wiendbyadstires @ ESKOM jest partnerem PROOFPOINT, w

zakresie bezpieczenstwa informagji.
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Raport bazuje na wielu zrodtach.

This year’s report includes analysis of data from a variety of sources, including the following:

A survey of more than A survey of more than Nearly More than

3,000 600 o0M M

working adults across IT security professionals simulated phishing attacks suspicious emails
seven countries across the same seven sent by our customers reported by our
(the United States, countries over a 12-month period customers’ end users

Australia, France,
Germany, Japan, Spain
and the United Kingdom)

Zrodto: https:.//www.proofpoint.com/us/resources/threat-reports/state-of-phish ,2021 State of the Phish Report”
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Czy uzytkownicy rozumieja podstawowe zagrozenia? ~_eskom,
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@ Suma odpowiedzi NIEPOPRAWNYCH i ,NIE

What is 9 x\ . Only 49% of US workers answered correctly. Wl E M n
np. w przypadku ransomware
PHISHING? Caorrect German workers were most likely to recognise

ris e (66%) pokazuje, ze bardzo duzy odsetek >50%

nie jest Swiadoma zagrozenia.
ﬂ x\ Last year, 45% of global workers answered this

question correctly. This drop in awareness could
t Know be a carmryover from 2{318: when .ranlsomware
AANSOMWARE? e | oo oo | e e @)W przypadku - PHISHINGU 4 na 10
' uzytkownikéw nie jest $wiadoma zagrozenia
What i @ x-\ "5\ Nearly 80% of Spanish workers answered this Z niego Wynikajacego.

question correctly.

What is

MnlwnHE? Correct Incorrect I Don't Know MNearly 30% of US workers believe malware is a type
EBUE ‘I?% '|7 of hardware that boosts Wi-Fi signals.
I u

V-\ x-\ :)) Awareness of this term is up year over year.

Just 25% of respondents answered correctly
in our prior survey.

What is

SMISHINE? Correct Incarrect I Don't Know

) French workers were top performers: 54%
3”% 2]% 49 0 answered correctly.

- 2 RS

c ct | ect I Don't K . '
VI SH I N E? ore neor ontRnow At 48%, French workers were about twice as likely @

Last year, only 18% of global workers answered
this guestion correctly.

25% 22% 53 as their global counterparts to recognise this term.
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Smartphones and Wi-Fi: potential weak links @ Ponad 25% uzytkownikéw smartfonéw

Mearly all survey respondents—95%—said they use a smartphone, and 41% said they (Smartfonév\// Nna ktérych JeSt dOStep dO
use their devices for both personal and work activities. Here's how carefully they protect . . .
those devices (see the Appendix for more detail): danyCh ﬁrmOwyCh) _JeSJ[ przekOﬂaﬂyCh, e

* 42% of smartphone owners opt for a biometric lock (such as a fingerprint scan). mozna {faczyc SI? ] dO pUthznyCh,
= 24% unlock their device using a four-digit PIN. NieZa beZpleCZOn}/Ch SIECI Wl Fl

+ 10% have no lock on their device.

Wi-Fi presents another challenge. Open-access networks are virtually everywhere, and
device users readily connect (often to avoid data charges). Unfortunately, familiarity can
lead to misplaced trust:

= 26% of Elﬂbal resEDndents think thez can safelz connect to Eublic Wi-Fi networks in

trusted locations, such as local coffee shops and international airports.

= 17% aren't sure whether they should or shouldn't trust open-access Wi-Fi networks in
familiar locations.

@
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Smartfony i WIFI 2/2

Smartphones and Wi-Fi: potential weak links

But public hotspots aren't the only source of Wi-Fi danger. Working remotely has become
more comman, which means that home Wi-Fi hygiene can affect the security of your
organisation's data and systems.

We found that 95% of global workers have a home Wi-Fi network. But are those networks
adequately protected? You be the judge:

» 49% password-protect their network.

= 45% of respondents have personalised the name of their Wi-Fi network.

+ 31% have changed the default password on their Wi-Fi router.

= 19% have checked and/or updated their Wi-Fi router’s firmware.
* 14% are unsure of how to implement Wi-Fi security measures.

= 119% said they find Wi-Fi security measures too time-consuming and/or
inconvenient to implement.

Copyright © ESKOM 2021

~ eskom,

IT Outsourcing & Solutions

@ Mnig niz 50% uzytkownikdéw smartfonéw
(smartfonow, na ktorych jest dostep do
danych firmowych) zabezpiecza hastem
domowa sie¢ WIFI.

@ 2 na 3 uzytkownikbw nie zmieniato
domyslnego hasta na ruterze WIFI.

@
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Hasta sa re-uzywane

Passwords and VPNs: misused and misunderstood

Passwords are another source of frustration for infosec and IT teams. Most concermning:
users' tendency to reuse passwords. Thankfully, we found that mare than half of
respondents are avoiding the dreaded practice—but by a slim margin.

Password Habits

~
23%3 32% 23% 16%

use a password manually enter a rotate between 5 use the same 1
manager different password and 10 different or 2 passwords for
for every login passwords all accounts

VPNs provide an easy way to protect sensitive data and accounts. Unfortunately, many
users—and apparently, the organisations they work for—haven't received the memo.
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@ Niemal co trzeci uzytkownik ma 5 do 10
takich samych haset, ktére wykorzystuje we
wszystkich serwisach.

@ Niemal 2 na 10 uzytkownikéw uzywa 1do 2
takich samych haset do wszystkich serwisow.

Zrédho: https:

@

www.proofpoint.com/us/resources/threat-reports/state-of-phish ,2021 State of the Phish Report”



https://www.proofpoint.com/us/resources/threat-reports/state-of-phish

Sprzet stuzbowy jest powszechnie wykorzystywany prywatnie _eskom,
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Personal Activities Performed on Work-lssued Devices

@ 80% uzytkownikéw sprawdza prywatng
- poczte na stuzbowym sprzecie. Potowa z

Check/respond to personal email

—_— tych uzytkownikédw oddaje sprzet stuzbowy
Research (new products, travel destinations, etc.) |nnym 0SO bom do korzystar“ a.

View/post to social media

@ Prawie 40% uzytkownikdéw korzysta z kont w

Shop online ‘ - - .
e — serwisach  spotecznosciowych i kupuje
Stream media (music, videos, etc.) mm By workers on | | ne

mm By workers' friends and family

Flay garmes

0% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Percentage of workers who use (or permit use of) employer devices for personal tasks

KEY FINDING

- 0
a0%
of respondents said they give friends and family @

access to their employer-issued devices.
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Ataki inne, niz z wykorzystaniem maila

Volume of Social Media Attacks
4% 2%

61% of
organisations
faced social
attacks in 2020

Volume of Vishing Attacks
4% 1%

54% of
organisations

faced vishing
in 2020

B Mo attacks N 1-10 BN 11-25 BEE 26-50 mE S1-100 = More than 100 R Total unknown
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Volume of Smishing Attacks
4% —1%

61% of
organisations

faced smishing
in 2020

Volume of Malicious USB Drops

organisations

| faced USB-based
f attacks in 2020
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@ 61% badanych organizagi dos$wiadczyto
atakow socjotechnicznych oraz phishingu z
wykorzystaniem sms-ow [smishing].

@ 54% badanych organizacji doswiadczyto
atakow  z  wykorzystaniem  phishingu
gtosowego [vishing] lub wykorzystaniem
nosnikow USB.

@
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Ataki phishingowe: wg rodzajow i skutecznosci _eskom,

IT Outsourcing & Solutions

Phishing Template Types: Frequency of Use 6 61% ata kéW ph|5h | ngowyCh Opa I’te bnyO 0
68% 239% zainfekowany link, 23% to ataki polegajace na
\ prébie uzyskania haset i danych do logowania,
T 9% to ataki polegajgce na  przestaniu
@ =i spreparowanego zatgcznika.

@ Failure Rate — wskaznik w ilu % przypadkow

Figure 5. uzytkownicy klikali (ub wprowadzali dane (ub
Phishing Template Types: Average Failure Rates uruchamiali ztgczniki wynosit odpowiednio 12%,
4% i 20%.
~12% g%
S \ @ Cho¢ przesytanie spreparowanych zatgcznikéw
=5 ao008 to ok. 9% atakéw phishingowych, to co 5
Link Data Entry Attachment uzytkownik  uruchamiat taki  zainfekowany
zatgcznik.

Figure 6.
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Budowanie Swiadomosci cyber-zagrozen _eskom,
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Cybersecurity raining: are orgs doing enough? ~ @ Swiadomos¢: cyber-zagrozen to podstawa
ograniczania efektéw cyber-przestepczosci.

No doubt about it: organisational awareness of cybersecurity education (and the need
for it) has risen substantially over the past several years. And in this year’s survey

of infosec professionals, nearly all said their organisation has a security awareness e Prawie WszyStkie badane orga nizaCje
raining programme. orowadzg dziatania w zakresie $wiadomosci
But having a programme is one thing. Running an effective programme is another. Cyber—zag rozeh _ na_jczeéde_j 5@ J[O SZkOlema
Frequency of Formal Training Sessions _ a 2/3 Z nich robi .to Sposéb formalny'

—2%

. Never mm [Vionthly
mm Quarterly mm Twice per year
mm Yearly

@
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